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(54) Abstract Title 

Authentication using biometrics identification 

(57) An authentication method using biometrics identification comprises the steps of: identifying 12 a user by 
biometrics entered 10 from a portable authentication terminal 1; when the user has been registered previously, 
establishing communication between the authentication terminal 1 and an authentication executing device 2, 
and calculating a common secret key for use in transmission of an authentication message; encrypting 15 an 
authentication message including information inherent to the user (eg. password) in the authentication 
terminal 1 based on the secret key; sending the encrypted authentication message to the authentication 
executing device 2; and decrypting the authentication message there based on the calculated secret key, 
thereby executing an operation depending on the user-inherent information included in the message. 
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FIG. 2 
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FIG. 3 
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FIG. 4 
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FIG. 5 
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FIG. 7 (PRIOR ART) 
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AUTHENTICATION EXECUTING DEVICE, PORTABLE AUTHENTICATION 
DEVICE, AND AUTHENTICATION METHOD USING BIOMETRICS 

IDENTIFICATION 

5 fl ftrrepnnND S nv tttf tnveNTIQN 

FTKTiT? ny THE TNVRNTIQN 
The present invention relates to an 
authentication executing device, a portable device for 
authentication, and an authentication method for 
10 certifying a user's identity through the check of 

biometrics, that is, his or her physical features such 
as fingerprints that can be measured, thereby to allow 
the operation executable only by the user himself or 
herself . 

15 nF.RfPTPTTQ W HP TTTK PRT.ATED ART 

The operations executable only by a user himself 
or herself in an information processing system, for 
example, in a personal computer (hereinafter, referred 
to as a PC) include a log-in operation of the identified 

20 user, electronic commerce of dealing with a person in 

confirmation of the person's identity, and further file 
encryption and decryption. 

in the conventional technique, a user's input of 
a password certifies that a person trying to do the 

25 above operation is the authorized user. In this case, a 

person asking for permission has trouble registering 
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his or h r pred termined password in advance, and if the 
password should b stolen, another user will mak 
fraudulent use of the PC, acting like the authorized 
user. 

in order to solve the problem, a method of using 
biometrics such as fingerprints, instead of a password, 
has been proposed. Below the description will be made 
with reference to Fig. 7, by way of example, in the case 
of using fingerprints as the biometrics. 

In the conventional technique, a fingerprint 
sensor 10 is connected to a PC; feature information for 
matching the user' s extracted fingerprint data is 
stored in a user-inherent information storing Unit 13 
within the PC; when some fingerprint is provided by a 
user's input, a fingerprint feature extracting unit 11 
extracts the feature information from the fingerprint; a 
fingerprint checking unit 12 judges whether the feature 
of the fingerprint is in accord with the stored data; 
only when they are of one accord, the user is certified 
as the authorized user and a user-inherent operation 
executing unit 17 performs the user identification 
operation. 

in this form, since the input image and feature 
information of the fingerprint is processed within a 
system performing authentication, there is a risk that 
the feature information may be stoken by tampering with 
the program wh n the system is not under the control of a 
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user. In order to solve the problem, th re has been a 
m thod of holding th f ing rprint feature information 
stored in the user inherent information storing unit 13 
in Fig. 7, on a portable terminal carried by a user f 
5 under the control of the user, more specifically, on an 

information terminal such as an electronic notepad, or 
on a medium, for example, an IC card, and transferring 

the content thereof to a PC to check the data. Even in 
this way, however, when a fingerprint sensor is 

10 connected to a PC in poor management, there is a 

possibility of tampering with a program for controlling 
fingerprint input, so as to act like an authorized user, 
as if the authorized user had entered the fingerprint 
through the finger sensor, by using the fingerprint 

15 image of the other person being copied and stored, or 

a fraudulent fingerprint image. 

On the other hand, the above portable terminal 
that can be carried by a user has the advantage that the 
user's identity can be checked at any place. However, it 

20 is troublesome to insert the terminal into a PC, or 

connect the terminal to a PC by a cable in order to do ax 
authentication operation. There is a method of using 
infrared rays, radio waves, sound waves, or the like in 
a non-contact way, so to exchange data therebetween. 

25 These signals, however, are easily intercepted, and 

there is the possibility that the other person, 
receiving the data signal, makes use of it again so as 



to act lik the authorized user. 



STT MMft RV nF T F^ twvention 
An object of the preferred embodiments of the 
present invention is to provide an authentication method 
and system with high security, free from the trouble of 
remembering a password and the risk of the other person 
using a PC by acting like the authorized user, capable of 
connecting a terminal with the PC by infrared rays, radio 
waves, or sound waves, taking portability into 
consideration, with no possibility of stealing the 
fingerprint data and making fraudulent use of a message. 

According to the first aspect of the invention, 
an authentication method using biometrics identification 

comprises the following steps: 

identifying a user by biometrics entered from a 

portable authentication terminal, 

when the user has been registered previously, 
establishing communication between the authentication 
terminal and an authentication executing device 
independent of the authentication terminal, and 
calculating a common secret key for use in transmission 
of an authentication message, 

encrypting the authentication message including 
the user's inherent information based on the secret key 
in the auth ntication terminal, 

sending th ncrypted auth ntication message from 
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th authentication terminal to th authentication 

ex cuting device, and 

decrypting the authentication message based on 
the calculated secret key in the authentication 
5 executing device, thereby executing an operation 

depending on the user inherent information included in 
the message. 

In the preferred construction, the communication 
message is transmitted in one of non-contact types of 
10 communications, for example, via infrared rays, radio 

vaves, and sound waves. 

In another preferred construction, the user- 
inherent information included in the authentication 
message includes such secret information as cannot be 
15 read out without identification of an authorized user 

from the biometrics in the authentication terminal. 

In another preferred construction, an operation 
to be executed by the authentication executing device 
depending on the user-inherent information is a non- 
20 executable operation without identification of an 
authorized user from the biometrics in the 
authentication terminal, and therefore a function of 
authenticating that a person having registered the 
biometrics previously carries and uses the 
25 authentication terminal, is provided. 

In another preferred construction, the user 
inherent information included in th authentication 
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messag includes individual information that cannot be 
read out without identification of an authorized user 
from the biometrics in the authentication terminal, and 
using the individual information, the authentication 
executing device executes the operation depending on the 
information of a user employing the authentication 
function. 

In another preferred construction, the operation 
performed by the authentication executing device 
depending on the user-inherent information includes file 
encryption and decryption, and a secret key for use in 
this encryption and decryption is to be stored in such a 
way that the secret key cannot be read out without 
identification of an authorized user from the biometrics 
in the authentication terminal. 

According to the second aspect of the invention, 
a portable terminal for authentication using biometrics 
identification comprises 

biometrics image input means for receiving a 

user's biometrics image, 

biometrics feature-extracting means for 
extracting a biometrics feature for matching from the 

input biometrics image, 

user-inherent information storing means for 
storing the biometrics feature and inherent information 

of the us r in pairs, 

seer t- key-agreeing means for d ciding a key for 
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use in encryption f an authentication m ssage betw en 
the authentication executing d vice and the p rtable 
terminal, 

biometrics image-checking means for comparing the 
5 biometrics image extracted from the user's input 

biometrics image with the biometrics feature stored in 
the user-inherent information storing means , judging 
whether the user having entered the biometrics image 
this time is a registered user or not f and when this 
10 "user is a registered user, supplying the inherent 

information stored in pairs with the biometrics image in 
the user-inherent information storing means, 

authentication-message encrypting means for 
encrypting the user's inherent information by the 
15 decided secret key, and 

communication-message sending means for sending a 
communication message to the authentication executing 
device. 

In the preferred construction, the user-Inherent 
20 information storing means stores the biometrics features 

and inherent information for a plurality of users, and 
the biometrics image ^checking means estimates score - 
indicating similarity of the biometrics images, and 
judges that the user having entered the biometrics image 
25 this time is a registered user when the score is higher 

than a threshold. 

In an ther pref rred construction, th user- 
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inherent information storing means stores the biometrics 
features and inh r nt information for a plurality of 
users, and the secret key-agreeing-means creates any 
random number, sends the random number to the 
authentication executing device, and calculates the key 
by use of a secret formula based on the same random 
number. 

in another preferred construction, the biometrics 
image checking means estimates a score indicating 
similarity of the biometrics images, and judges that the 
user having entered the biometrics image this time is a 
registered user when the score is higher than a 
threshold, and the secret- key-agreeing means creates any 
random number, sends the random number to the 
authentication executing device, and calculates the key 
by use of a secret formula based on the same random 
number. 

in another preferred construction, the user- 
inherent information storing means stores the biometrics 
features and inherent information for a plurality of 
users, and the secret-key- agreeing means performs mutual 
authentication together with the authentication 
executing device according to a predetermined protocol 
and countersign prior to deciding the key. 

in another preferred construction, the biometrics, 
imag checking means estimates a score indicating 
similarity f the biometrics images, and judges that th 
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us r having entered th biometrics image this time is a 
registered user when the score is higher than a 
threshold, and the secret-key- agreeing means performs 
mutual authentication together with the authentication 
5 executing device according to a predetermined protocol 

and countersign prior to deciding the key. 

in another preferred construction, the user- 
inherent information storing means stores the biometrics 
features and inherent information for a plurality of 

10 users, and the secret- key-agreeing means creates any 

random number, sends the created random number to the 
authentication executing device, receives the created 
random number from the authentication executing device, 
and creates the key by use of both random numbers. 

15 m another preferred construction, the biometrics- 

image -checking means estimates' a score indicating 
similarity of the biometrics images, and judges that the 
user having entered the biometrics image this time is a 
registered user when the score is higher than a 

20 threshold, and the secret- key- agreeing means creates any 

random number, sends the created random number to the 
authentication executing device, receives the created 
random number from the authentication executing device, 
and creates the key by use of both random numbers. 

25 in another preferred construction, the portable 

terminal communicates with the authentication executing 
d vice by ne of non- contact types f communications, for 
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xampl , via infrar d rays, radio vaves, and sound waves. 

in another preferred constructi n, the portabl 
terminal communicates with the authentication executing 
device through another terminal. 

According to the third aspect of the invention, 
an authentication system for performing authentication 
using biometrics identification, comprises 

a portable terminal and an authentication 
executing device, 

wherein the portable terminal includes: 

biometrics image input means for a user's 

receiving biometrics image, 

biometrics feature extracting means for 

■ c , for matching from the 

extracting a biometrics feature for ma 

input biometrics image, 

user-inherent information storing means for 
storing the biometrics feature and inherent information 

of the user in pairs, 

secret-key-agreeing means for deciding a key for 
use in encryption of an authentication message between 
the authentication executing device and the portable 
terminal, 

biometrics image-checking means for comparing the 
biometrics image extracted from the user's input 
biometrics image with the biometrics feature stored in 
th user inherent information storing means, judging 
whether the user having nt red th biometrics image 
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this time is a registered us r or not, and wh n this 
us r is a register d us r, supplying th inherent 
information stored in pairs with the biometrics image in 
the user inherent information storing means, 
5 authentication message encrypting means for 

encrypting the user's inherent information by use of the 
decided secret key, and 

communication message sending means for sending a 
communication message to the authentication executing 

10 device, 

wherein the authentication executing device includes: 

secret-key- agreeing means for deciding a key for 
use in encryption of an authentication message between 
the portable terminal and the authentication executing 

15 device, 

communication message receiving means for 
receiving a communication message sent from the portable 
terminal , 

authentication message decrypting means for 
20 decrypting the communication message by use of the 

decided secret key, and 

user inherent operation executing means for 
executing the user-inherent operation based on the 
inherent information decrypted from the communication 
25 message. 

In the preferred construction, the user-inherent 
information storing means of the portabl terminal 
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stores th biometrics f atur s and inherent information 
for a plurality of users, and the biometrics images 
checking means estimates a score indicating similarity of 
the biometrics images, and judges that the user having 

5 entered the biometrics image this time is a registered 

user when the score is higher than a threshold. 

in another preferred construction, the user- 
inherent information storing means of the portable 
terminal stores the biometrics features and inherent 

10 ' information for a plurality of users, and the secret-key- 
agreeing means creates any random number, sends the 
random number to the authentication executing device, 
and calculates the key by use of a secret formula based 
on the same random number. 

15 In another preferred construction, the biometrics 

image-checking means of the portable terminal estimates 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 

20 higher than a threshold, and the secret~key-agreeing 

means creates any random number, sends the random number 
to the authentication executing device, and calculates 
the key by use of a secret formula based on the same 
random number. 

25 in another preferred construction, the secret-key- 

agreeing means of the authentication executing device 
calculates the key by us of th same s cret formula as 



that of th portable t rminal based on the random number 
sent from the portable terminal. 

In another preferred construction , the secret- key^. 
agreeing means of the authentication executing device 
receives the random number from the portable terminal, 
creates any random number , and creates the key by use of 
the both random numbers. 

According to another aspect of the invention , a 
computer-readable memory stores an authentication 
program for making a computer perform authentication 
using biometrics identification , 

the authentication program comprising 

a biometrics -image input step for a user's 
receiving biometrics image, 

a biometrics feature extracting step for 
extracting biometrics -feature for matching from the 
input biometrics image, 

a secret-key-agreeing step for deciding a key for 
use in encryption of an authentication message between 
the authentication executing device and the portable 
terminal, 

a biometrics -image checking step for comparing 
the biometrics image extracted from the user's input 
biometrics image with the biometrics feature stored in 
the user-inherent information storing means for storing 
a pair of the biometrics features and inherent 
information of the user, judging whether the us r having 
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enter d th biometrics imag this time is a registered 
user or n t, and when this user is a registered user, 
supplying the inherent information stored in pairs with 
the biometrics image in the user-inherent information 

storing means, 

an authentication message encrypting step for 
encrypting the user's inherent information by use of the 

decided secret key, and 

a communication message sending step for sending 
a communication message to the authentication executing 
device . 

in the preferred construction, the biometrics- 
image checking step of the authentication program 
estimates a score indicating similarity of the biometrics 
images, and judges that the user having entered the 
biometrics image this time is a registered user when the 
score is higher than a threshold, and the secret-key- 
agreeing step of the authentication program creates any 
random number, sends the random number to the 
authentication executing device, and calculates the key 
by use of a secret formula based on the same random 
number. 

in another preferred construction, the computer- 
readable memory stores an authentication executing program of 
the authentication executing device, the authentication 
ex cuting program making a computer perform: 
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a secret-key-agreeing st p for deciding a key for 
use in encryption of an authentication message between 
the authentication program and the authentication 

executing program; 
5 a communication-message receiving step for 

receiving a communication message sent from the 
authentication program; 

an authentication-message decrypting step for 
decrypting the communication message by use of the 
10 'decided secret key; and^ 

a user-inherent operation executing step for 
executing the user inherent operation based on the 
inherent information decrypted from the communication 
message. 

15 m another preferred construction , the secret-key- 

agreeing step of the authentication executing program 
calculates the key by use of the same secret formula as 
that of the portable terminal based on the random number 
sent from the portable terminal. 

20 In another- preferred construction , the secret-key- 

agreeing step of the authentication executing program 
receives the random number from the authentication 
program, creates any random number, and creates the key 
by use of both random numbers. 

25 Other objects, features and advantages of the 

present invention will become clear from the detailed 
descripti n given her below. 
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ppTE F nBfiCR TPT™" nF THR DRAWINGS 
Preferred features of the present invention will 
now be described, by way of example only, with reference 
to the accompanying drawings, in which: - 

Fig. 1 is a block diagram showing the structure 
of an authentication system according to an embodiment 
of the present invention; 

Fig. 2 is a flow chart for use in describing the 
operation of a portable terminal according to a first 
embodiment of the present invention; 

Fig. 3 is a flow chart for use in describing the 
operation of the authentication executing device 
according to the first embodiment of the present 

15 invention; 

Fig. 4 is a block diagram showing the structure 
of an authentication system according to the other 
embodiment of the present invention; 

Fig. 5 is a block diagram showing the structure 
in the case of realizing the portable terminal by using 
software; 

Fig. 6 is a block diagram showing the structure 
in the case of realizing the authentication executing 
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d vice by using softwar ; 

Fig. 7 is a block diagram showing the structure 
of a conventional authentication system 

PESniTPTTO M OF THE PttFFFRftED EMBODIMENT 

The preferred embodiment of the present invention 
will be discussed hereinafter in detail with reference 
to the accompanying drawings. In the following 
description, numerous specific details are set forth in 
'order to provide a thorough understanding of the present 
invention. It will be obvious , however, to those skilled 
in the art that the present invention may be practiced 
without these specific details. In other instance, well- 
known structures are not shown in detail in order to 
unnecessary obscure the present invention. 

The present invention is to identify a user by 
the biometrics being entered and perform the stored user 
inherent operation only when the entered biometrics is 
in accord with the registered one. Especially, 
biometrics input and its feature extraction, and 
checking processing is performed by a terminal that a 
user carries, and communication between the terminal and 
an authentication executing device for executing the 
user's inherent operation is encrypted by a secret key 
particular to the communication about which the portable 
terminal and the authentication executing device are 
agr d, thereby to assur the s curity in the wh 1 
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syst m. 

With referenc to Fig. 1, an auth ntication 
system according to a first embodiment of the present 
invention comprises a portable terminal 1 and an 
authentication executing device 2. 

The portable terminal 1 comprises a fingerprint 
sensor 10, a fingerprint feature extracting unit 11, a 
fingerprint checking unit 12, a user inherent 
information storing unit 13, a secret key agreeing unit 
14, an authentication message encrypting unit 15, and a 
communication message sending unit 16. 

The authentication executing device 2 comprises a 
communication message receiving unit 21, a secret key 
agreeing unit 22, an authentication message decrypting 
unit 23, and a user inherent operation executing unit 24. 

Each component of the portable terminal 1 and the 
authentication executing device 2 will be hereinafter 
described in accordance with its operation. Fig. 2 is a 
flow chart showing the operation of the portable 
terminal 1 and Fig. 3 is a flow chart showing the 
operation of the authentication executing device 2. 

The fingerprint sensor 10 of the portable 
terminal 1 picks up the fingerprint's image when a 
finger of a user comes into contact with it, and 
converts the image data into digital image data suitable 
to be process d in the fingerprint feature extracting 
unit 11 (Step 201). 
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As th structure of th fingerprint s nsor 10 , 
such an optical method can b used, that the LED-emitted 
light is reflected by the prism and the reflected light 
is converted into digital image by a CCD by making use 
5 of difference in the reflection rate between ridges and 

furrows according to the finger put outside of the 
reflected surface, thereby to pick up the fingerprint's 
image. Or, a use of such a fingerprint sensor of the 
capacitance detecting method, as disclosed in "A Robust, 

10 1.8V, 250uW, Direct Contact 500dpi Fingerprint Sensor" 

(Inglis et al.), IEEEE ISSCC98, SA 17.7 pp. 284-285 (1998. 
2), could realize a thin and small sized fingerprint 
sensor more suitable for portability. In this 
capacitance detecting method, by measuring the 

15 difference in the capacitance between the ridge portion 

and the furrow portion having a layer of the air on the 
surface of a finger coming into contact with the sensor, 
the figure of the fingerprint is converted into digital 
image, thereby to pick up the fingerprint's image. 

20 The fingerprint feature extracting unit 11 

receives the fingerprint's image obtained by the 
fingerprint sensor 10 and executes the processing of 
extracting the feature for use in fingerprint 
identification from the same image (Step 202). 

25 The feature extracting method includes, for 

example, a method described in the following articles: 
■Automated Fing rprint Identification by Minutia-Network 
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F atur — F atur Extraction Proc sses— " written by 
Hiroshi Asai, Yulcio Hoshino, Kazuo Kichi, Th Institute 
of Electronics, Information and Communication Engineers 
Transactions, vol. J72-D-II, No. 5, pp. 724-732 (1989.5). 
Here, the pattern of ridges is extracted from a gray- 
scale image of ridges by the binarization processing and 
thinning processing, the number of the intersectional 
ridges on the line interconnecting the end point and the 
bifurcation is counted after detecting the positional 
'relation between the both points, and the relational 
view is represented in digital data, which is used as 
the fingerprint feature to be matched. 

The user inherent information storing unit 13. 
stores the fingerprint feature information of the above 
format and the corresponding user inherent information 
(secret information) particular to a user owning the 
above fingerprint in pairs. 

Here, the user inherent information means the 
data including useful information of various formats on 
user's identify, such as unique identifier for 
identifying a user, and the data which only the user is 
permitted to access to, for example, a password for use 
in log-in to a computer, the secret alphabet and numeral 
string (secret number or password) for identifying a 
person in the electronic commerce, and the like. 

When st ring a n w pair of the user inherent 
information and th fingerprint feature information, th 
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user inher nt information to be stored is ent red f r m a 
pen-typed input unit of a portabl terminal , the 
fingerprint of the corresponding user is entered from 
the fingerprint sensor 10 f and the fingerprint feature 
5 obtained by the fingerprint feature extracting unit 11 

based on the above information is stored in the user 
inherent information storing unit 13 together with the 
corresponding user inherent information. The user 
inherent information storing unit 13 may be designed to 

10 store only the fingerprint of one user on the 

authentication system and his or her secret information, 
or it may be designed to store the fingerprints of a 
plurality of users and their secret information in pairs. 
The fingerprint checking unit 12 receives the 

15 fingerprint feature S obtained from the fingerprint a 

user entered this time, from the feature extracting unit 
11 , while the unit 12 reads out and receives a pair of 
the fingerprint feature information F having been stored 
so far and the corresponding secret information stored 

20 in the user inherent information storing unit 13 , from 

the user inherent information storing unit 13 (Step 203). 

The fingerprint checking unit 12 compares the 
fingerprint feature information F with the fingerprint 
feature S obtained from the fingerprint entered by the 

25 user, and estimates the score of the similarity, the 

score increasing when the both information is proved to 
be on the id ntical finger (Step 204). 
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By comparing the scor with a pred termin d 
threshold, the fingerprint checking unit 12 judges 
whether the user giving the fingerprint information S is 
the identical to the registered user or not (Step 205). 
When the score is higher than the threshold, it results 
in -fingerprints are in accord" and the unit 12 supplies 
the secret information corresponding to the fingerprint, 
to the authentication message encrypting unit 15 (Step 
206). 

As the method of identifying a person by checking 
the fingerprints, there is a method disclosed, for 
example, in the following articles; -Automated 
Fingerprint Identification by Minutia-Network Feature — 
Matching Processes—- written by Hiroshi Asai, Yukio 
Hoshino, Kazuo Kichi, The Institute of Electronics, 
information and Communication Engineers Transactions, 
vol.J72-D-II, NO. 5, pp. 733-740 (1989.5). Here, the 
number of the intersectional ridges on the line 
interconnecting the end point and the bifurcation of a 
ridge is counted, digital data represented points are 
aligned, and thereafter the similarity therebetween is 
estimated, thereby checking the fingerprints. 

The fingerprint feature used in the embodiment 
assures the stable and correct check results even if 
there is deviation or distortion between the 
fing rprints. In th cas of the same finger, the above 
scor is extremely high, while in th case of a 
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different finger, the score approaches to z r . Further, 
th data siz is much smaller than the size of th input 
fingerprint's image, thereby decreasing the arithmetic 
processing for checking advantageously. 
5 As the result of checking the fingerprints , when 

the input fingerprint is in accord with the fingerprint 
feature stored in the user inherent information storing 
unit 13 , the secret information on the user stored in 
the user inherent information storing unit 13 is 

10 supplied to the authentication executing device 2 . 

This operation will be performed as follows. At 
first, the secret key agreeing unit 14 creates any 
random number R that may be the base of the secret key. 
for this communication, and supplies this to the secret 

15 key agreeing unit 22 on the side of the authentication 

executing device 2. For this transmission, infrared 
communication through the infrared communication ports 
provided in the both sides is adopted. 

The secret key agreeing unit 14 calculates the 

20 secret key K for message encryption using the secret 

calculation formula, based on the supplied random number 
R (Step 207). As this calculation method, for example, 
the hash function can be used. 

On the other side, the secret key agreeing unit 

25 22 on the side of the authentication executing device 2 

also calculates the secret key K for message encryption 
using th same s cr t calculation formula, based on the 
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suppli d random number R. Namely, this calculation 
formula is inherent to the both of th portable terminal 
1 and the authentication executing device 2 of this 
authentication system and secret. Therefore, even if the 
random number R is stolen, it is impossible to calculate 
the secret key K in the other system. 

The authentication message encrypting unit 15 
encrypts the secret information of the user who was 
agreed about the fingerprint matching, received from the 
user inherent information storing unit 13 by use of the 
secret key K calculated by the secret key agreeing unit 
14, and creates a communication message (Step 208). For 
example, the secret common key encryption method such as 
DBS is used for this encryption. 

The communication message sending unit 16 
supplies the encrypted message received from the 
authentication message encrypting unit 15 , to the 
authentication executing device 2 (Step 209). For this 
transmission, infrared communication through the 
infrared communication ports provided in the both sides 
is adopted, for example. 

On the side of the authentication executing 
device 2, the communication message from the portable 
terminal 1 is received by the communication message 
receiving unit 21 (Step 301), which sends the same 
message to th auth ntication m ssage decrypting unit 23. 
The auth ntication messag decrypting unit 23 receives 
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the seer t k y K having been calculated in seer t f r m 
the seer t key agr ing unit 22, and decrypts th 
encryption by using the same key as the secret common 
key (Step 302). 
5 Thus, the secret information stored in the 

portable terminal 1, which can be referred to only by 
the input of the correct fingerprint of the 
authenticated user is sent to the authentication 
executing device 2 without being stolen. The 
10 authentication executing device 2 executes the operation 

using the secret information in the user inherent 
operation executing unit 24 (Step 303). 

For example, log-in to a computer may be 
permitted the authorized user, or the content of the 
15 secret file of the user himself or herself may be read 

out and displayed on a display of the authentication 
executing device 2. Or, the authentication executing 
device 2 may assure the other information processing 
system that a user carrying the portable terminal 1 so 
20 as to enter the fingerprint is the authorized user. 

Further, the alphabet and numeral string for 
certifying the identity in the electronic commerce may 
be sent to the electronic commerce trading company 
connected over a network via the authentication 
25 executing device 2. 

In the above operations, the secret information 
st red in the portable t rminal 1, which cannot b read 
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out without c rrect biometrics input, can be sent to the 
authentication ex cuting d vice 2 safely, and the 
authentication executing device 2 can authenticate a 
user, only when a user entering the fingerprint through 
the portable terminal 1 is the user having been 
registered previously. 

Further, since the secret key particular to the 
communication of secret information is used in the 
secret key agreeing unit 22 by mutual agreement between 
the portable terminal 1 on the sending party and the 
authentication executing device 2 on the receiving party, 
it is impossible for the other person to decrypt the 
content of the secret information and send the secret 
information acting like an authorized person, even if 
intercepting the past communication using the infrared 
rays to record and reproduce. 

in the above description, although a most easy 
method, such that the secret key agreeing unit 14 
creates the random number and sends it to the secret key 
agreeing unit 22 one-sidedly, has been described, there 
is a method of mutual authentication between the 
portable terminal 1 and the authentication executing 
device 2 while checking the communication party mutually 
with a predetermined protocol and countersign, in order 

to enhance the security. 

Further, as for the random number, it is created 
not only by th portable terminal 1 one-sid dly, but the 
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random numb r Rl may b cr ated by the portable t rminal 
1 and the random numb r R2 may b cr at d by th 
authentication executing device 2, which may be mutually 
exchanged, and which may be adopted in such a way that 
the secret common key couldn't be created without the 
both random numbers in a combined way or added way. This 
method will provide the more security. 

The concrete example, of the embodiment will be 
described this time. The concrete example is taken in 
the case of log-in authentication to a personal computer 
(PC). Assume that each user carries his or her own 
personal terminal 1, where the data of the fingerprint 
feature of his or her own finger and user name and 
password for use in log-in as the secret data that is 
not readable in the ordinal method are stored in the 
user inherent information storing unit 13. In this case, 
assume that the PC is the authentication executing 
device 2, and that the data communication between the 
portable terminal 1 and the authentication executing 
device 2 is performed by the infrared rays. 

When a user tries to log in to the PC, he or she 
enters the registered fingerprint to the fingerprint 
sensor 10 of the portable terminal 1. The fingerprint's 
image is entered through the sensor 10, feature for 
matching is extracted by the fingerprint extracting unit 
11, and it is conpared with the fingerprint feature of 
the user inher nt information storing unit 13 by the 



- 28 - 



£i ng checkin * mit 12 • ^ " ^ aCC ° rd ' 

the both parties are agr . about a s cr t K y in th 
above-mentioned way, and the user name and log-in 
password encrypted using the key are sent fro. the 
portage terminal 1 to the PC. After decrypting the data 
i. the authentication message decrypting unit U, the PC 
performs the lo,-in operation using the user name and 

log -i D password, by way of example of the user-inherent 

operation- 

in these operations, only when the correct 
angerprint of an authorised user is entered to the 
potable terminal 1, log-in will be permitted. In thx. 
case, a user has no troubie of remembering a password, 
nor £ ear of failing to lo, in because of forgettin* the 
password. Without input of the correct fingerprint the 
.ecret information such as a password cannot be read out 
^ tb. Xo,-in operation cannot be executed, thereby 
preventing fro- the fraudulent log-in. 

Pusher, the terminal is easily portable, and the 
co-urication between the terminal X and the PC xs 
performed by the infrared rays, with no need of 
connecting them by a cable and inserting the portable 
terminal 1 l*o the PC. further, it can realise such 
lo,-in authentication that even if the infrared 
communication is intercepted, it is i»P°s.ible « ~~ 
a password because the message is encrypted, and even ,f 
th e communication content is r corded and reproduced by 



the other pers n, it is impossible for the other person 
to act lik an authorized p rson because a secret k y is 
different in every time. 

Although the above description has been made in 
the case of log- in operation to a PC, when this PC is 
used, for example , as a user terminal of a system for 
performing the electronic commerce over a network, the 
log- in operation can be used for personal identification 
in the commerce* In this case, the secret information 
stored in the portable terminal 1 corresponds to the 
customer identification number of a user and the 
information for identifying the user such as a personal 
identification number. The secret information is sent 
from the portable terminal 1 to the user terminal of the 
system for performing the electronic commerce, the user 
terminal sends the information for the personal 
identification sent from the portable terminal 1, to an 
authentication host of the electronic commerce after the 
information is uniquely encrypted depending on the 
necessity, and the authentication host examines the 
coincidence between the same information and the 
information stored therein, thereby to confirm the 
personal identity. 

Further, in this case, the portable terminal 1 
carried by a user is preferably designed in the shape of 
a card rather than a so-called information terminal, 
from th viewpoint of the portability. A portable 
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auth ntication card for the communication with a us r 
trminalonth lectronic comm rc by th infrared rays 
can be realized by mounting a fingerprint sensor and a 
chip for calculation and data storing on a card 
generally called as an XC card where an integrated 
circuit can be mounted. 

Although the above description has been made in 
the case where the infrared communication ia performed 
between the portable terminal 1 and the authentication 
' executing device 2, it is, o£ course, possible to use 
radio waves or ultrasonic instead of the infrared rays. 
If connecting the portable terminal 1 to the 
authentication executing device 2 by a cable, or 
inserting the portable terminal 1 into the 
authentication executing device 2, or bringing the 
portable terminal 1 into contact with th. authentication 
executing device 2, in some electric and magnetic means, 
the basic operation is the same. 

Although the above description has been made in 
the case where each user carries his or her own portable 
terminal, with only the data of on. user stored therein. 
It is also possible to realize an authentication system 
in which, with a plurality of fingers and their secret 
information stored in a portable terminal, if only any 
registered user enters the fingerprint, only the secret 
information of the user himself or herself is sent to an 

i.-— /» win In this cas , th 
authentication executing d vie . xn 



fingerprint checking unit 12 N times repeats the 
operation of comparing the fingerprint featur S 
obtained from the user's input fingerprint with each 
fingerprint feature information F stored for N persons , 
and if finding the fingerprint feature information F 
having the highest score, the user corresponding to the 
fingerprint feature S can be specified. 

As described above, in the case of a matching 
algorithm of almost showing the score 0 in the different 
fingerprints and showing the high score in the same 
fingerprints without fail, the operation will stop at 
the time of finding the higher score than a given 
threshold, without repeating the operation N times, and 
the fingerprint information F corresponding to the same 
score can be judged to be matched fingerprint 
information. When every score proves to be lower than 
the threshold even if repeating the operation N times, a 
user can't be specified and a message "impossible to 
specify" is to be issued. 

The above example has been taken in the case 
where the authentication executing device 2 can be 
directly communicated with the portable terminal 1 via 
the infrared rays or the like. Besides, it is possible 
to reali2e authentication between the remote machines, 
with an intermediate terminal put between the portable 
terminal 1 and the authentication executing device 2. 

This second embodiment will be describ d with 
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r fer nee to Fig. 4. This is a variation of the first 
embodiment. Assum that, in the electronic commerce, a 
provider of a trading service manages the authentication 
executing device 2 and a shop or the like manages its 
set terminal, where a user carries the portable terminal 
1, for example, in the shape of IC card, for certifying 
the identity of a trading member. Here, the user enters 
his or her fingerprint and certifies that he or she is 
the authorized user in the same way as mentioned above. 
The portable terminal 1 and the authentication executing 
device 2 are agreed about the secret Key through the 
intermediation of a message transferring unit 3 of the 
set terminal, and the secret information for certifying 
the authorized identity is sent to the authentication 
executing device 2 by use of the secret key, thereby 
realizing the desired authentication- 

in this case, the portable terminal 1 is 
connected to the set terminal directly, or via a cable, 
or via the non-contact typed communication such as the 
infrared rays, and the set terminal is connected to the 
authentication executing device 2 via a telephone line 
or a network for the exclusive use. The set terminal xs 
only to translate a message without seeing the content 
thereof, as the intermediate of communication. 

in this way, even if there is an intermediate 
means between the portable terminal 1 and the 
authentication ex cuting device 2, they are agr d about 
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the secret key, exchanging a s cret m ssag . Ther fore, 
it is possibl to r aliz a system capable of ke ping 
the security of the secret information even if the set 
terminal on the way is managed by a vicious manager. 

A third embodiment of the present invention will 
be described with reference to Fig. 1. In the third 
embodiment, assume that the content of a file is 
encrypted lest the file stored on a personal computer 
(PC) should be read out by the other person. Each user 
carries his or her own portable terminal 1, where the 
fingerprint feature data of his or her proper finger and 
the secret key for use in the file encryption as the 
secret data not readable in the ordinal way are stored 
in the user inherent information storing unit 13. 

In this case, the PC corresponds to the 
authentication executing device 2, and the data 
communication between the portable terminal 1 and the 
authentication executing device 2 is performed via the 
infrared rays. When a user tries to encrypt a file of 
the PC, the user specifies the file and then enters his 
or her registered fingerprint to the fingerprint sensor 
10 of the portable terminal 1. When the sensor 10 
receives the fingerprint's image, the fingerprint is 
checked, the both parties are agreed about a secret key 
for the communication, and the secret key K2, encrypted 
by using it, for file encryption is sent from the 
portabl terminal 1 to the PC in the same m thod as 
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mentioned abov . 

After decrypting the data in the auth ntication 
message decrypting unit 23, the PC uses the secret key 
K2 and executes the encryption operation of the 
specified file, by way of example of the user-inherent 
operation. The common key encryption method such as DES 
is employed for encryption. It is impossible to read out 
the content of the encrypted file. 

When a user tries to decrypt the file on the PC 

" (return the file by releasing the key), the user 
specifies the encrypted file, and then enters the 
registered fingerprint to the fingerprint sensor 10 of 
the portable terminal 1. when the sensor 10 receives the 
fingerprint's image, the fingerprint is checked in the 
same way as mentioned above, the both parties are agreed 
about the secret key for the communication, and the 
secret key K2, encrypted by using it, for file 
encryption is sent from the portable terminal 1 to the 
PC. After decrypting the data in the authentication 
message decrypting unit 23, the PC uses the secret key 
K2 and executes the decrypting operation of the 
specified encrypted file, by way of example of the user 
inherent operation. Thus, the content of the file is 
returned to be readable. 

According to these operations, only when the 
c rr ct fingerprint of an authorized user is entered to 
a specified portabl t rminal, the decrypting operation 
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is allowed, and th file is decrypted. In this case, 
unless th c rrect f ing rprint is enter d to the 
portable terminal of the user, the file will not be 
decrypted, thereby making it possible to keep the 
content of the file in secret. Further, the terminal is 
small enough to be portable conveniently. 

Although the present invention has been described 
in the case of using the fingerprint by way of example 
of biometrics, it is also possible to use the other 
biometrics (features particular to the individual), with 
the other biometrics such as palm pattern, face, iris, 
retina pattern, palm shape, handwriting, voice print, or 
the like input instead of fingerprints and with a means 
of extracting the features for matching replaced with 
the fingerprint sensor and the fingerprint feature 
extracting unit. 

Fig. 5 is a block diagram showing the case of 
realizing the portable terminal 1 by use of software. 

The portable terminal comprises an input unit 41, 
storing units 42 and 43, a communication unit 44, a 
storing medium 45, and a data processor 46. The input 
unit 41 corresponds to the fingerprint sensor 10. The 
storing unit 42 corresponds to the user inherent 
information storing unit 13. The storing unit 43 
corresponds to the hard disk. The communication unit 44 
corresponds to the communication message sending unit 16. 
The storing medium 45 is a storing medium such as FD 
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(Floppy Disk), CD-ROM, MO (Optical Magnetic Disk), and 
the like, for storing an authentication program 
including each unit, excluding the hardware portion of 
the communication message sending unit 16 of the 
fingerprint sensor 10 from the components of the 
portable terminal 1 of Fig. 1 and Fig. 4. The data 
processor (CPU) 46 reads out the authentication program 
from the storing medium 45 and writes it into the 
storing unit 43, thereafter executing the program. 

Fig. 6 is a block diagram showing the case of 
realizing the authentication executing device 2 by use 
of software. The authentication executing device 
comprises a communication unit 51, a storing unit 52, an 
output unit 53, a storing medium 54, and a data 
processor 55. The communication unit 51 corresponds to 
the communication message receiving unit 21 of Fig. 1 
and Fig. 4. The storing unit 52 corresponds to the hard 
disk. The output unit 53 is an output device for 
supplying the execution results of the user inherent 
operation executing unit 24. The storing medium 54 is 
the same as the storing medium 45, which stores an 
authentication executing program including each unit, 
excluding the hardware portion of the communication 
message receiving unit 21, from the components of the 
authentication executing device 2 shown in Fig. 1 and 
Fig. 4. Th data processor 55 reads out the 
auth ntication executing program from the storing medium 
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54 and writes it into the storing unit 52 , thereafter 
executing the program. 

As set forth hereinabove, the present invention 
has the following significant effects. 
5 a) By making use of the biometrics identification 

technique, the present invention can realize an 
authentication system free from a trouble of remembering 
a password and also free from a risk that the other 
person acts like an authorized user. 

10 b) By keeping the biometrics data in a portable 

terminal under control of a user, and executing the 
operations of biometrics input, feature extraction, and 
matching in the portable terminal, i:he present invention 
makes it possible to manage the biometrics information 

15 easily and prevent from unauthorized access. Further, 

the portable terminal is decreased in size and weight, 
so that it is convenient to carry. 

c) By establishing the communication between the 
portable terminal and the authentication executing 

20 device by means of the infrared rays, radio waves, and 

sound waves, the present invention is free from a 
trouble of connecting them by a cable or inserting a 
terminal into a PC. 

d) Even if the infrared communication is 

25 intercepted, it is impossible to yead a password because 

a message is encrypted. 

) Even if the communication content is recorded 
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and reproduced by the other person, it is impossible for 
the other person to make use of it because a secret key 
is different every time. 

Although the invention has been illustrated and 
described with respect to exemplary embodiments thereof, 
it should be understood by those skilled in the art that 
the foregoing and various other changes, omissions and 
^additions may be made therein and thereto, without 
departing from the scope of the present invention. 
Therefore, the present invention should not be under- 
stood as limited to the specific embodiments set out 
above but to include all possible embodiments which can 
be embodied with the encompassed scope and equivalents 
thereof with respect to the features set out in the 

15 appended claims. 

Each feature disclosed in this specification 
(which term includes the claims) and/or shown in the 
drawings may be incorporated in the invention indepen- 
dently of other disclosed and/or illustrated features. 

The text of the abstract filed herewith is 
repeated here as part of the specification. 

An authentication method using biometrics 
identification comprises the steps of: identifying a 
user by biometrics entered from a portable authenti- 
cation terminal; when the user has been registered 
previously, establishing communication between the 
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authentication terminal and an authentication executing 
device independent of the authentication terminal, and 
calculating a common secret key for use in transmission 
of an authentication message; encrypting an authenti- 
cation message including the user's inherent information 
in the authentication terminal based on the secret key; 
sending the encrypted authentication message from the 
authentication terminal to the authentication executing 
device; and decrypting the authentication message in the 
authentication execution device based on the calculated 
secret key, thereby executing an operation depending on 
the user-inherent information included in the message. 
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1. An authentication method using biometrics 

identification, comprising the steps of: 

identifying a user by biometrics entered from a 
portable authentication terminal; 

when the user has been registered previously, 
establishing communication between the authentication 
-terminal and an authentication executing device 
'independent of the authentication terminal, and 
calculating a secret key for use in transmission of an 
authentication message; 

encrypting the authentication message including 
the user's inherent information based on the secret key 
in the authentication terminal; 

sending the encrypted authentication message from 
the authentication terminal to the authentication 
executing device; and ; 

decrypting the authentication message in the 
authentication executing device based on the secret key, 
thereby executing an operation depending on the user- 
inherent information included in the message. 



2. An authentication method using biometrics 

identification as s t forth in Claim 1, wher in 

the communication message is transmitt d in one 
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of non-contact typed communications , for example, via 
5 infrared rays, radio waves, and sound waves. 

3. An authentication method using biometrics 
identification as set forth in Claim 1, wherein 

the user inherent information included in the 
authentication message includes such secret information 
5 as cannot be read out without identification of an 

authorized user from the biometrics in the 
authentication terminal • 

4. An authentication method using biometrics 
identification as set forth in Claim 1, wherein 

an operation to be executed by the authentication 
executing device depending on the user-inherent 
5 information is a non- executable operation without 

identification of an authorized user from the biometrics 
in the authentication terminal, and therefore a function 
of authenticating that a person having registered the 
biometrics previously carries and uses the 
10 authentication terminal is provided* 

5. An authentication method using biometrics 
identification as set forth in Claim 1, wherein 

the user inherent information included in the 
authentication message includes individual information 
5 that cannot be read out-without identification of an 
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authorized user from the biom tries in the 
authentication terminal, and using the individual 
information, the authentication executing device 
executes the operation depending on the information of a 
user employing the authentication function. 

6. An authentication method using biometrics 

information as set forth in Claim 1, wherein 

the operation performed by the authentication 
executing device depending on the user-inherent 
information includes file encryption and decryption, and 
the secret key for use in this encryption and decryption 
is to be stored in such a way that the secret key cannot 
be read out without identification of an authorized user 
from the biometrics in the authentication terminal. 



7. A portable terminal for authentication using 

biometrics identification, comprising: 

biometrics -image input means for receiving a 

user's biometrics image; 
5 biometrics -feature extracting means for 

extracting a biometrics feature for matching from the 
input biometrics image; 

user-inherent information storing means for 
storing the biometrics feature and inherent information 

10 of th user in pairs; 

secret- key-agreeing m ans for deciding a key for 
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use in encryption of an authentication message between 
the authentication executing device and the portable 
terminal; 

biometrics -image checking means for comparing the 
biometrics image extracted from the user's input 
biometrics image with the biometrics feature stored in 
said user -inherent information storing means , judging 
whether the user having entered the biometrics image 
this time is a registered user or not, and when this 
user is a registered user, supplying the inherent 
information stored in pairs with the biometrics image in 
said user inherent information storing means; 

authentication-message encrypting means for 
encrypting the user's inherent information by the 
decided secret key; and, 

communication-message sending means for sending a 
communication message to the authentication executing 
device . 

8. A portable terminal as set forth in Claim 7, 
wherein : 

said user-inherent information storing means 
stores the biometrics features and inherent information 
for a plurality of users. 

9. A portable terminal as set forth in Claim 7, 
wherein*- 
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said biometrics-image checking m ans estimates a. 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 
higher than a threshold. 

10. A portable terminal as set forth in Claim 7, 
wherein: 

said user-inherent information storing means 
stores the biometrics features and inherent information 
for a plurality of users; and, 

said biometrics-image checking means estimates 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 
higher than a threshold. 

11. A portable terminal as set forth in Claim 7, 
wherein'. 

said secret-key-agreeing means creates any random 
number, sends the random number to the authentication 
executing device, and calculates the key by use of a 
secret formula based on the same random number. 

12. A portable terminal as set forth in Claim 7, 
wher in: 

said user-inherent information storing means 



stores the biometrics features and inherent information 
for a plurality f users; and, 

said secret- key- agreeing means creates any random 
number, sends the random number to the authentication 
executing device, and calculates the key by use of a 
secret formula based on the same random number. 

13. A portable terminal as set forth in Claim 7, 
wherein ; 

said biometrics— image checking means estimates % 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 
higher than a threshold; and, 

said secret- key* agreeing means creates any random 
number, sends the random number to the authentication 
executing device, and calculates the key by use of a 
secret formula based on the same random number. 

14. A portable terminal as set forth in Claim 7, 
wherein '» 

said secret -key- agreeing means performs mutual 
authentication together with the authentication 
executing device according to a predetermined protocol 
and countersign prior to deciding the key. 

15. A portabl terminal as set forth in Claim 7, 
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wherein- 

said user-inh rent information storing means 
stores the biometrics features and inherent information 
for a plurality of users; and, 

said secret-key-agreeing means performs mutual 
authentication together with the authentication 
executing device according to a predetermined protocol 
and countersign prior to deciding the key. 

16. A portable terminal as set forth in Claim 7, 
wherein • 

said biometrics-image checking means estimates 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 
higher than a threshold; and, 

said secret-key-agreeing means performs mutual 
authentication together with the authentication 
executing device according to a predetermined protocol 
and countersign prior to deciding the key. 

17. a portable terminal as set forth in Claim 7, 
wherein : 

said secret-key-agreeing means creates any random 
number, sends the created random number to the 
authentication executing device, receives the created 
random numb r from the authentication executing device, 
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and creat s the key by use of both random numbers. 

18. A portable terminal as set forth in Claim 7, 
wherein '» 

said user— inherent information storing means 
stores the biometrics features and inherent information 
5 for a plurality of users; and, 

said secret -key- agreeing means creates any random 
number, sends the created random number to the 
"authentication executing device, receives the created 
random number from the authentication executing device, 
1Q and creates the key by use of both random numbers. 

19. A portable terminal as set forth in Claim 7, 
wherein : 

said biometrics -image checking means estimates 
score indicating similarity of the biometrics images, 
5 and judges that the user having entered the biometrics 

image this time is a registered user when the score is 
higher than a threshold; and, 

said secret-key-^agreeing means creates any random 
number, sends the created random number to the 
10 authentication executing device, receives the created 

random number from the authentication executing device, 
and creates the key by use of both random numbers. 

20. A portable terminal as set forth in Claim 7, 



Y 
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which ♦ 

communicates with the authentication executing 
device by one of non-contact types of communications, for 
example, via infrared rays, radio waves, and sound waves. 

21. A portable terminal as set forth in Claim 7, 
which: 

communicates with the authentication executing 
device through another terminal. 

22. An authentication system for performing 
authentication using biometrics identification, having: 

a portable terminal and an authentication 

executing device, 

said portable terminal including: 
biometrics-image input means for a user's 

receiving biometrics image; 

biometrics-feature extracting means for 
extracting biometrics feature for matching from the 

input biometrics image; 

user-inherent information storing means for 
storing the biometrics feature and inherent information 

of the user in pairs; 

secret-key-agreeing means for deciding a key for 
use in encryption of an authentication message between 
said authentication executing device and said portable 
t rminal; 



biometrics -image checking means for comparing the 
biometrics image extracted from the user's input 
biometrics image with the biometrics feature stored in 
said user-inherent information storing means , judging 
whether the user having entered the biometrics image 
this time is a registered user or not, and when this 
user is a registered user, supplying the inherent 
information stored in pairs with the biometrics image in 
said user inherent information storing means; 

authentication-message encrypting means for 
encrypting the user's inherent information by use of the 
decided secret key; and, 

communication message sending means for sending a 
communication message to said authentication executing 
device ; 

said authentication executing device including: 
secret-key- agreeing means for deciding a key for 
use in encryption of an authentication message between 
said portable terminal and said authentication executing 
device ; 

communication-message receiving means for 
receiving a communication message sent from said 
portable terminal; 

authentication-message decrypting means for 
decrypting the communication message by use of the 
decided secret key; and, 

user -inherent operation xecuting means for 
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x cuting the us r-inherent operation based on the 
inherent information decrypted from th communication 
message. 

23. An authentication system as set forth in Claim 22, 
wherein*. 

said biometrics image-checking means estimates a 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is. 
higher than a threshold - 

24. An authentication system as set forth in Claim 22, 
wherein'- 

said user-inherent information storing means of 
said portable terminal stores the biometrics features 
and inherent information for a plurality of users; and, 

said biometrics-image checking means estimates a 
score indicating similarity of the biometrics images, 
and judges that the user having entered the biometrics 
image this time is a registered user when the score is 
higher than a threshold. 

25. An authentication system as set forth in Claim 22, 
wherein: 

said secret-key-agreeing m ans of said portable 
terminal creates any random number, sends the random 
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number to said authentication executing d vie / and 
calculates th key by use of a secret formula based on 
the same random number. 

26. An authentication system as set forth in Claim 22, 
wherein : 

said user-inherent information storing means of 
said portable terminal stores the biometrics features 
and inherent information for a plurality of users; and, 

said secret-key— agreeing means creates any random 
number, sends the random number to said authentication 
executing device, and calculates the key by use of a 
secret formula based on the same random number. 



27. An authentication system as set forth in Claim 22 , 
wherein ' 

said biometrics^ image checking means of said 
portable terminal estimates a score indicating similarity 

5 of the biometrics images, and judges that the user 

having entered the biometrics image this time is a 
registered user when the score is higher than a 
threshold; and, 

said secret-key-agreeing means creates any random 
10 number, sends the random number to said authentication 

executing device, and calculates the key by use of a 
secret formula bas d on the same random number. 
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28. An authentication system as set forth in Claim 22, 
wherein: 

said secret-key-agreeing means of said 
authentication executing device calculates the key by 
use of the same secret formula as that of said portable 
terminal based on the random number sent from said 
portable terminal. 

29. An authentication system as set forth in Claim 22, 
wherein: 

said secret key agreeing means of said 
authentication executing device receives the random 
number from said portable terminal, creates any random 
number, and creates the key by use of both random 
numbers . 

30. A computer-readable memory storing an 
authentication program for making a computer perform 
authentication using biometrics identification, 

the authentication program comprising: 

a biometrics-image input step for a user's 

receiving biometrics image; 

a biometrics-feature extracting step for 
extracting biometrics feature for matching from the 

input biometrics image; 

a seer t-key-a 9 r ein, step for deciding a key for 
use in encryption of an authentication nessaqe b twe n 



said authentication executing device and said portable 
terminal; 

a biometrics -image checking step for comparing 
the biometrics image extracted from the user's input 
biometrics image with the biometrics feature stored in 
said user-inherent information storing means for storing 
a pair of the biometrics features and inherent 
information of the user, judging whether the user having 
entered the biometrics image this time is a registered 
user or not, and when this user is a registered user, 
supplying the inherent information stored in pairs with 
the biometrics image in said user -inherent information 
storing means; 

an authentication-message encrypting step for 
encrypting the user's inherent information by use of the 
decided secret key; and, 

a communication-message sending step for sending 
a communication message to said authentication executing 
device . 

31. A computer-readable memory as set forth in Claim 
30, wherein: 

said biometrics- image checking step of said 
authentication program estimates a score indicating 
similarity of the biometrics images, and judges that the 
us r having entered the biometrics image this time is a 
registered user when the score is higher than a 
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threshold. 

32. A computer- readable memory as set forth in Claim 

30, wherein*. 

said secret- key- agreeing step of said 
authentication program creates any random number, sends 
the random number to said authentication executing 
device, and calculates the key by use of a secret 
formula based on the same random number. 

33. A computer readable memory as set forth in Claim 

30, wherein: 

said biometrics-image checking step of said 
authentication program estimates a score indicating 
similarity of the biometrics images, and judges that the 
user having entered the biometrics image this time is a 
registered user when the score is higher than a 

threshold; and, 

said secret-key-agreeing step of said 
authentication program creates any random number, sends 
the random number to said authentication executing 
device, and calculates the key by use of a secret 
formula based on the same random number. 

34. A computer-readable memory as set forth in Claim 
30, 



storing an authentication executing program 



of 
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said authentication xecuting d vice f 

the auth ntication xecuting program making a 
computer perform: 

a secret-key-agreeing step for deciding a key for 
use in encryption of an authentication message between 
the authentication program and the authentication 
executing program; 

a communication-message receiving step for 
receiving a communication message sent from the 
authentication program; 

an authentication-message decrypting step for 
decrypting the communication message by use of the 
decided secret key; and, 

a user-inherent operation executing step for 
executing the user-inherent operation based on the 
inherent information decrypted from the communication 
message. 

35. A computer-readable memory as set forth in Claim 
34, wherein*. 

said secret-key-agreeing step of the 
authentication executing program calculates the key by 
use of the same secret formula as that of said portable 
terminal based on the random number sent from said 
portable terminal. 

36. A computer-r adabl memory as s t forth in Claim 
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34, wherein: 

said secret -key- agreeing step of th authenti- 
cation executing program receives the random number from 
said authentication program, creates any random number, 
and creates the key by use of both random numbers. 

37. An authentication message substantially as herein 
described with reference to and as shown in Figures 1 to 
6 of the accompanying drawings. 

38. A portable terminal for authentication using 
biometrics identification, the terminal being substanti- 
ally as herein described with reference to and as shown 
in Figures 1 to 6 of the accompanying drawings. 

39. An authentication system for performing authenti- 
cation using biometrics identification, the system being 
substantially as herein described with reference to and 
as shown in Figures 1 to 6 of the accompanying drawings. 

40. A computer- readable memory storing an authenti- 
cation program for making a computer perform authenti- 
cation using biometrics identification, the computer- 
readable memory being substantially as herein described 
with reference to and as shown in Figures 1 to 6 of the 
accompanying drawings. 




57 
Office 




| Office I — 

^ INVESTOR IN PEOPLE 



Application No: GB 0007102.7 Examiner: Mike Davis 

Claims searched: 1-40 Date of search: 26 June 2000 



Patents Act 1977 

Search Report under Section 17 

Databases searched: 

UK Patent Office collections, including GB, EP, WO & US patent specifications, in: 
UKCl(Ed.R): G4H (HTG) 
Int CI (Ed.7): 
Other: Online: WPI, EPODOC, JAPIO 



Documents considered to be relevant: 



Category 


Identity of document and relevant passage 


Relevant 
to claims 


X 


EP 0786745 A2 


(HARRIS) eg abstract, and column 10 line 24 to 
column 11 line 2 


1,7.22,30 
at least 


A 


EP 0758776 A2 


(NCR) eg abstract 




A 


EP 0379333 Al 


(GRAVES) eg abstract, and column 7 lines 11-16 





Document indicating lack of novelty or inventive step A 
Document indicating lack of inventive step if combined P 
with one or more other documents of same category. 

E 

Member of the same patent fami ly 



Document indicating technological background and/or state of the art 
Document published on or after the declared priority date but before the 
filing date of this invention. 

Patent document published on or after, but with priority date earner 
than, the filing date of this application. 



Executive Agency of the Department of Trade and Industry 



